FRAUDSTERS COULD BE TARGETING YOU.
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Email Fraud

®

Whean you receive email stating:
= Your account or card has been blocked
= Your account details require update of parsonal details

= lsyour name mantioned in the amail? If not, veauld you
get such emails?
= Are ol mareed as BCC in the email, and your email 1Dis not visikle®

= Is the sender's email ID matching 1{4¥%a with the email |0 of your
bank or otherentities? Oris there a slight mismatch ?

‘\/ = Your bank would never ask foryour personal details in such manner
= Do not click on links recaived from unkown sandears

- [f you suspact thatyour parsanal details hawe been com promisad,
rapot it im mediabaly toyour bank

Please report fraud to your bank, in addition, please report on wereruaebf astensfight-fraud
Disclaimer: Please make sunz that you report fraudulent activity to both your bank and UEE
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FRAUDSTERS COULD BE TARGETING YOU.

Sacial Engineering

@ + Responding to strangers online asking you to share OTP
- Clicking on pop-up banners claiming yeur computer is infacted
= Entertaining friendly callers from getting wour person al information by gaining your trust
= Acting upon mails of messages that create urgen oy to take action

- Could this be genuine?
- ls itsafe to shane personal information sith a stranger?
= Will vour ban k call to ask for vour parsonal inform ation ?

™

S - Donot share your OTF or parsonal information
- Limitthe information wou share on amy digital © han nel
- Create strong and c omplax pazsarords and change them frequanthy
- Do not dovnload or install suspicious apps

- If you suspact that your personal details have been compromisad,
napart it immediately to your bank

Flease report fraud to your bank, in addition, please report on weaner vaebf aefensfight-fraud
Disclaimer: Please make surz that you report fravdulent activity to both ywour bank and LEE
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FRAUDSTERS COULD BE TARGETING YOU.
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Phone Fraud

@ When you receive messages or calls asking for:

= Your account numbser, E-1D numbser, email 1D or bank name atc
= One Time Password [OTP) sent by wour bank

= Did the callertell vou from which bank they are calling or they ane
sim phy stating theware calling from "yourbank"?
- Did you leave amy massage on the social media page of wour bank recenthy
and could the caller have sean that message?
= Whysivou ld caller need yvour confidential OTP sent by your bank?
= lsthe call coming from a mobile number, why swould they not call you from landling?

! F/- = Tour bank would never ask for your parsonal details in such manner
- Mever shame One Time Password (OTP) with anyone, theycan commit fraud if they hawe it

- [f you suspactthat vour personal details have bean compromisad,
report it immediately toyour bank

Please report fraud to wour bank, in addition, please report on werwuaebf. aetenfight-fraud
Dizclaimear: Pleasa maka sune that you neport fraudulant activity to both your bank and LEF
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Advance Fee Scam

®

- Participating in dubicus lueky draws
= Responding to messages saying wol've won when you haven 't
participated in the first place

- If the callfemail is genuine, why would callar require
wour information? They shou ld already hawve it.

= Wiy does the caller require you to pay fees for getting the prize?
= Did the caller address wou by name or simply menticned "Sic/Madam"?

i‘“l

\"/ - Mewar share your person al details with anyone, itcan be used to
take money from youraccountorc ard

- If ywou suspect thatyour personal details have been compromised,
report it immediately to your bank

Please report fraud to vour bank, in addition, please report on wens uaebf aetenddight-fraud
Disclaimer: Please make sure that wou eport fravdulznt activite to both wour bank and LEF



