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FRAUDSTERS COULD BE TARGETING YOU

Data Privacy

Fraudsters will try every trick to make you share financial information
such as bank account details, credit card numbers, CVV number and PIN
etc., with them.

Fraudsters can:

* Trick you through email/phone calls/social media to obtain your
financial or personal identification information or make you reveal
confidential organizational information

+ Send you malicious links, which may download malicious content
on your computer/mobile which can steal your data without
your knowledge

* Ask you to download a malicious App on your mobile, to steal data

* Your information can be misused to impersonate you and to obtain
financial products/facilities

The bank will never send you such emails.

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud
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The Email Fraud

Fraudsters will send you email or SMS trying to scare you and trick you
into revealing your personal information. Stay alert to communications
that say:

* Your account/card has been frozen or blocked

* You cannot deposit/withdraw money from your account

+ They will further pressurize you to share your personal information
over a link or phone

* Never click on any suspicious links

The bank will never send you such emails.

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud
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The Lottery Fraud

Did you win a lottery you never participated in? Beware, this could be a
scam. Stay alert to such tempting emails, phone or SMS that say:
* You have won a car, a cash prize or a trip

+ Claim your prize, then they will pressurize you to share your account
details and personal information

* Never share your details

Your bank will never ask for your personal details

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud




i i) el Ll
CENTRAL BANK OF THE UAE.

FRAUDSTERS COULD BE TARGETING YOU

The ATM Fraud

Beware of your surroundings while withdrawing/depositing money at
an ATM. Follow the simple steps to avoid ATM fraud:

* Be careful of suspicious persons or anyone trying to distract you
» Check the ATM for unusual signs/changes
+ Always, cover the Pin-Pad when entering your pin

Stay alert and secure your account

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud
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Sim Swap Fraud

Stay alert to fraudsters who impersonate you to obtain a replacement
SIM card from your telecom service provider for financial gains. Always
remember to:

+ Check with service provider for a sudden cellular network failure
on phone

* Register a complaint if a replacement SIM is issued

Stay alert to Sim Swap fraud

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud
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Fund Transfer Fraud

Fraudsters will send you an email from a similar business associate
email ID you are familiar with and inform you about change in their
bank account number where you are supposed to make payments.

Always check all characters in an email ID and if not matching, call
your client to confirm

If the email directs you to send money to a different IBAN/Account,
please call your client to confirm

Always call your client's known numbers and do not use numbers
mentioned/given in an email

Remember to call your clients before you transfer funds to a
new account

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud
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Vanishing Ink/Magic Ink Fraud

Fraudsters will approach you as a bank representative and fill the
application form and security cheque using Magic Ink Pen, which will
then be altered to withdraw funds.

* Never issue a blank cheque to anyone

+ Always fill in the beneficiary name and make it account payee with
your own pen

* Before providing any personal information/document, cross-check
if the individual represents the bank by checking his official
photo ID card

* When in doubt, contact the Bank on its contact numbers and confirm
the authenticity of the representative

Always fill in the details with your own pen

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud
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FRAUDSTERS COULD BE TARGETING YOU

Phone Fraud

Fraudsters will call you impersonating your banks and government
agencies. They will trick you into sharing sensitive account details.
Be alert

» Do not respond to unknown or unsolicited calls

* If you are told to take action on your account, call your bank call
center and check your account

» Do not share any confidential information, Password, PIN or OTP with
anyone over the phone

Your bank will never ask for your personal details

To report fraudulent activities,
visit www.uaebf.ae/en/fight-fraud
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