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_Secure on-line banking

IN A MOVE THAT clearly leads the way for ensuring

secunity in on-ling banking Bank Zurich has USErs can request i
enfed a CRAM-based security model for the Technology parners B

first time ever in thie Mi ast banking This 5 with the bank,

will ot only ensure that on-line banking customers. of latfoemn 2 token is also o pes

its HEZweb will four levels of secunty o protect Swis. Spe

r information, but will also literally pat the power

yccess onky in the ha

mechansm 3 launched the ion of this code, wser name and
first challenge shar r of an fioken hen used o validale
last year h sad Intermet | a mare dynanmic g wene thinking of how we
and instant CRAM toal i yuired h lead 1o the CRAM-based token w > idea inour
t of HEZcram," 5 1§ 10 him,
the key messSag thee bank's cusk rs is that the
enabling : , especiall orgAnSAion's techr readmap will look, increas
on-line banking users to WCiT at making the tools hinology o o na
real-lirne and nt available
“This security project for the bank was all al
n-line security 1o the next level, With a layered
and cascading system and with a mslti-level trod is called
authentication mechanism, typical risks like password/ H ch is base : e - Responsa
heystroke tracking anc ohi e comipled
* says HBZ As VP Amer A& Farid.
Interestingly, th 2, od shot at

5 Jdvie 2N
ws mobile DA,
1 1o the persons
playi using the
rated token, the system knows and
that this token is specific 1o hat partcular user. S0 this

technology is sonalesed,” he adds,
Wy

Habib Bank Zurich has implemented a CRAM-based security
model for the first time ever in the Middle East banking sector.
This will not only ensure that on-line banking customers of

its HBZweb will have four levels of security to protect their
information, but will also literally put the power of access only
in the hands of the user himself.
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How does this work?

Level 1

This

will give

S0
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Level 2

e the leve
complete, the user nov
needs to use the image
token, which appears
on the login screen

i image token

number combinatian 0
enfer into the HBZcram

are on his mobile

Habib § i Furkch

Level 3

The user now inputs the im
software and computes it. The so

number and computes the combina

rd for the user, This password can be

nstant passy
just that one session with the bank and is disabled if

ma of ti
frame of time

Level 4 Level 5

User en Customers can request for an

Se550n using this additional secure key that will wark on
password and top of 2l these levels, This offering
begins his banking hardware device {a CD or USB)
session, on-line holds secure key numbers that are

linked to account

January 2005 Security Advisor Middle East 3%

Page 3 of 3



