Consumer Education Awareness
Quarter 2, 2026

Spot Frauds
Protect Your Data & Money

Preventing fraud and scams is a shared responsibility. Keep these

critical indicators in mind when you receive any digital coommunication.

Check for Red Flags

»

Sender Authenticity

Unknown mobile numbers, generic emails or slight typos in web
links.

Tone

Aggressive demands or panic-inducing threats such asimmediate
blocking of card /account etc.

Links & QRs

Open/missing padlocks, “Not Secure” warnings, unverified scan
codes or direct file downloads.

Trap Offers

“Too good to be true” schemes, using intense time limits (“Expires
Soon!", “Limited Time Offer”, etc.) or peer pressure (“Thousands
are doing it") to force a rushed decision.

Al & Deepfakes

Highly realistic, Al-generated fake video ads or celebrity/leader
interviews endorsing platforms. Look for unnatural lipsync or
robotic audio.

Safety Steps

Do not hurry! Give it time. Fraudsters thrive on manufactured
urgency.
Verify messages independently.

Never click links or use contact numbers found inside suspicious
messages.

Never scan unverified QR codes sent via chats, messages or
posted on public websites.

What You Should Remember

The Gold Standard for Updates: Official updates never happen via
direct links, SMS, WhatsApp or emails. Download mobile apps from
official application stores (GooglePlay/AppStore etc.) only and use
internal ‘Settings’ option of devices for reliable software updates.

Our Promise: The Bank will never send a link or a QR code via
SMS, WhatsApp or Email and no bank employee will ever ask you
for your MPIN, PIN or OTP.
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